AR\ Seqrite
Secure Web Gateway

Comprehensive web and application security solution for
enterprises

Seqrite Secure Web Gateway (SWG) defends users from Internet-borne threats such as unwanted
software/malware. It helps enterprises enforce corporate and regulatory policy compliance. SWG detects and
blocks malware at the gateway level and protects users from fraudulent websites, web-applications, and

security breaches. Seqrite SWG is integrated with Quick Heal's renowned scan engine and URL categorization
service, backed by advanced, cloud-based, dynamic, real-time categorization that offers protection against
emerging web threats. Architected on the powerful machine learning engine, the URL filtering feature offers
best-in-class identification and prevention of known & unknown threats with high accuracy. Segrite's
unparalleled expertise in cyber threat intelligence is trusted by millions of users and equips Seqrite SWG to offer
the most comprehensive protection.

Seqrite Secure Web Gateway is a device which sits behind the perimeter device (hardware or virtual
appliance) in any customer environment in in-line mode as illustrated below
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l SWG Product Highlights

» User / Application / Content based Granular policies

»  SSL Inspection

»  URL filtering

»  Protection against malwares: High speed In-memory virus detection
»  Application Control

» Data Loss Prevention (DLP)

» Easy Integration with Microsoft AD / Open LDAP (Single sign on)
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l Why Seqrite SWG?

Security

With its top-of-the-line features such as URL filtering, Anti-virus, protection against phishing and
malicious websites, Seqrite SWG guarantees an unparalleled web protection.

Performance

Seqrite SWG tops the charts in all areas as it provides web protection with minimal performance

impact.

Usability

Offers pre-defined templates for setting up various corporate policies including the flexibility to define

your own customized policies.

Scalability

Multiple instances of Seqrite SWG can co-exist on the same server, without any necessary
inter-dependence thus making it highly scalable.

B Feature Description
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URL Filtering

Identifies and blocks malicious websites, URLS,
domains, phishing websites which act as a
launch pad for security attacks and threats such
as malware, spam, and botnets.

Data Loss Prevention (DLP)

Control upload of sensitive content to undesirable
applications like chat servers, banner servers,
ad-rotators, Instant Messengers, etc.

HTTPS Inspection

Prevents SSL security breaches, detects
compromised HTTPS sites.

Multi-proxy configuration

Manage clusters. Configure all proxies across the
enterprise to use configurations from master
proxy. Configure your master, slaves will follow.
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Reverse Proxy

Application layer security for your Internet /
Intranet sites. Block upload of dangerous stuff,
to your web-site.

Application Signature

Collection of applications and group of
applications based on their signatures, which
can be used for monitoring or blocking purposes

Internet Caching Protocol (ICP)

Advanced Cache management allows you to
use remotely located web-caches.

LDAP Integration

Enforce Internet access policies based on
user's LDAP membership.

Custom URL Databases
Pre-Set white-lists / black-lists of web-sites.
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l Deployment

Seqrite Secure Web Gateway is available in the below formats
1. Pre-installed in Appliance - Segrite T2M250 & T2M100
2. IS0 that can be deployed on Virtual or Physical Desktop/Server Machine.

. Seqrite Hardware Web Appliance

Models T2M100 T2M250

Max Users Up to 315 Up to 425
RAM 4GB 4GB

Storage 128GB 240GB

Copper GbE ports 8 10

Console port 1 1

USB Ports 2 2

Max. Throughput 1 Gbps 1 Gbps

Max. concurrent TCP Connections 315 425

Max. concurrent HTTPS Session/Second | 650 650

Form Factor 1U 1U

Dimension (W x D x H) (inches) 169x13x1.7 172x11.4x1.7
Dimension (W x D x H) (mm) 430 x 330 x 44 438 x 292 x 44
Weight 4.5 kgs 4.65 kgs

Operating Temperature

0~ 40°C (32 ~ 104°F)

0 ~40°C (32 ~ 104°F)

Storage Temperature

=20 ~ 75°C (-4 ~ 167°F)

-10 ~ 70°C (14 ~ 158°F)

Operating Humidity (RH)(%)

10 ~ 85% relative humidity,
non-operating, non-condensing

10 ~ 90%RH, non-condensing

Power Supply

150W ATX internal auto ranging

250W ATX internal auto ranging

Certification

CE/FCC

CE/FCC, UL

l Hardware Requirements

Minimal Hardware
- RAM: 4GB

+ CPU: 2 Core

« HDD: 160 GB

Enterprise Security Solutions by Quick Heal Technologies Ltd.




l Recommended Hardware

Seqrite SWG is SMP-aware (Symmetric multiprocessing) which can serve many users and should use
hardware with multiple CPU cores, and ability to use more RAM efficiently. While the below specified
Minimal Hardware will enable us to do a functional setup of Seqrite Secure Web-Gateway, the actual
hardware requirements would vary depending upon the number of users, concurrent connections, and
features intended to enable.

. Suggested Hardware Sizing

CPU (cores) RAM (GB) HDD Max Concurrent Connections Approx Users

4 8 500GB 100 25

4 16 1TB 500 150
8 16 278 1000 350
8 32 47TB 1500 600
16 32 47TB 2000 1000
16 64 8TB 2500 1500

HO address:

Quick Heal Technologies Limited

Marvel Edge, Office No. 7010 C & D, 7th Floor, Viman Nagar, Pune - 411014, India.
Support Number: 1800-212-7377 | info@seqrite.com | www.seqrite.com
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