
Endpoint protection, data loss prevention 
and privacy compliance in one bundle. 
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Businesses that hold customer and employee personal data are subject to India's 
Digital Personal Data Protection (DPDP) Act, and are just as exposed to malware 
and data leaks. Many have no dedicated security or privacy team. Seqrite NOVA 
Data Privacy Essentials brings Seqrite Endpoint Protection, Data Loss Prevention 
and the core of the Seqrite Data Privacy platform together in a single, 
cloud-delivered bundle.

It protects your endpoints, stops sensitive data from leaving them, discovers and 
classifies personal data across endpoints and data sources, captures website 
cookie consent, and manages customer consent and preferences, all from the 
cloud. When your needs grow, you can add data principal rights management as 
an add-on.
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Seqrite NOVA Data Privacy Essentials:
Security and Privacy in One Bundle

EPP

Helps you comply with the DPDP Act, 2023

Endpoint Protection
DLP
Data Loss Prevention

Data Privacy
· Discovery
· Cookie Consent
· Consent & 
  Preferences
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What's in the Package

Endpoint Protection (EPP)
Protect endpoints from malware, ransomware and web threats

Data Loss Prevention (DLP)
Stop sensitive data from leaving your endpoints

E N D P O I N T  S E C U R I T Y

Every Seqrite NOVA Data Privacy Essentials subscription includes endpoint 
security and the core data privacy modules. Data Principal Rights Management 
is available as an add-on.

INCLUDED

INCLUDED

Data Discovery & Classification
Find and classify personal data on endpoints and data sources

Cookie Consent (Website)
Scan website cookies and serve consent banners

D A T A  P R I V A C Y

INCLUDED

INCLUDED

Consent & Preference Management
Capture and manage customer consent and preferences

Data Principal Rights Management (DPRM)
SLA-driven workflows for data principal requests

INCLUDED

+ ADD-ON
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Key Capabilities – Included

Multi-Layered Threat Protection
Protect every endpoint against viruses, malware and ransomware, with web 
protection to block malicious and phishing sites.

Endpoint Security (EPP)

Cloud-Managed Security
Deploy and manage endpoint security policies centrally from a cloud console, 
with no on-premises server to maintain.

Prevent Sensitive Data Leakage
Monitor and control the movement of confidential and personal data from 
endpoints through channels such as removable drives, email, web uploads 
and applications.

Data Loss Prevention (DLP)

Policy-Based Control and Reporting
Apply DLP policies across endpoints and review reports on data transfer 
attempts to show that personal data is being handled securely.

Automated Classification
Discover and label sensitive and personal data on up to 100 endpoints and 
up to 5 data sources (with 100 GB storage for scan results) using prebuilt 
and customisable classifiers.

Data Discovery and Classification

Deep and Incremental Scans
Run a deep scan up to once a quarter per device or data source, and run 
incremental scans as often as you need to keep your view of personal data 
up to date. Data sources are scanned one at a time.

Customer prerequisite for data source scanning
To scan data sources, the customer must 
provide a local resource with 2 vCPU and 
4 GB RAM. This resource scans 1 data source 
connector at a time.

2 
vCPU

4 GB 
RAM

CUSTOMER-PROVIDED
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Data Source Connectors
Connect up to 5 data sources, with 100 GB storage for scan results, from the 
following supported connectors across email, collaboration, cloud storage, file 
servers and databases.

Automatic Cookie Identification
Automatically identify and classify the cookies on your website just by 
providing its URL. Covers 1 website and up to 5 Lakh cookie consent 
records per year.

Cookie Consent Management

Deploy Customisable Banners
Deploy customisable, multilingual cookie consent banners to comply with the 
DPDP Act, while giving visitors granular control over cookie tracking.

Outlook Gmail MS Teams SharePoint

OneDrive Google Drive Dropbox Amazon S3

NTFS MySQL PostgreSQL MSSQL

Oracle MongoDB Zoho CRM

+
and many more
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Centralised Consent Management
Manage customer consent and preferences through an intuitive dashboard. 
Includes up to 1 Lakh consent records per year.

Consent & Preference Management

Real-Time Consent Choices
Let customers view, modify or withdraw their consent choices at any time, 
with every change recorded for compliance.

Sensitive Data Insights
See discovery results from endpoints and data sources in a central 
dashboard: classification results, identified PII and where it is located, with 
contextual tags for better governance.

Privacy Insights and Administration

Compliance Insights
Visualise sensitive data trends and patterns with interactive dashboards that 
support informed decisions and stronger governance.

Role-Based Access Control
Define roles such as Data Privacy Officer, Data Analyst and Business Owner, 
so each user can access only what their responsibilities require.

Streamlined Rights Fulfilment
Fulfil rights requests efficiently by finding and correlating a data principal's 
(customer's) personal data across your connected sources.

Extend Data Privacy Essentials when you are ready. The add-on works in the 
same console, so there is nothing new to learn.

Data Principal Rights Management (DPRM)   

Case Management Workflow
Automate data access, correction and deletion requests with structured, 
SLA-driven case management workflows.

ADD-ON MODULE

+ADD-ON
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Endpoints supported Up to 100 endpoints

Variant Seqrite Endpoint Protection Cloud Premium

Edition Specifications
Default capacities and system limits for Seqrite NOVA Data Privacy Essentials.

Endpoint Protection & DLP   INCLUDED

Discovery coverage

Data sources

Scan results storage

Deep scans

Incremental scans

Reports

Scan summary retention

High availability (HA)

Endpoints (up to 100) and data sources

Up to 5 data sources

100 GB

Up to 1 per quarter per device / data source

No limit

Summary reports

1 year

Not supported in this edition

Data Discovery & Classification INCLUDED

Websites

Cookie consent records

Cookie consent submission retention

1 website

Up to 5 Lakh records per year

1 year

Cookie Consent (Website) INCLUDED

Consent records

Consent record retention

Up to 1 Lakh consent records per year

1 year

Consent & Preference Management INCLUDED

Deployment model

Customer prerequisite

Cloud

Local resource of 2 vCPU and 4 GB RAM for 
data source scanning (1 connector at a time)

Deployment

Additional module

DPRM request record retention

Data Principal Rights Management (DPRM)

1 year

Available Add-on +ADD-ON



Why choose Seqrite NOVA
Data Privacy Essentials?
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Security and Privacy in One Bundle
Endpoint Protection, DLP and data privacy compliance from one vendor, 
in one subscription, instead of separate point tools.

Visibility Across Endpoints and Data Sources
Know where sensitive personal data lives across up to 100 endpoints 
and 5 data sources, and stop it from leaking.

Cloud-Delivered, Lightweight
Cloud deployment with a small 2 vCPU / 4 GB requirement for data 
source scanning, with no heavy infrastructure to run.

Customer Trust & Transparency
Give website visitors clear cookie notices, let customers manage their 
consent, and handle personal data securely.

Streamlined Privacy Operations
Cut manual effort with automated discovery, incremental scans, 
automatic cookie identification and one console for privacy tasks.

Start with Essentials, Add as You Grow
Add data principal rights management whenever your compliance 
needs grow.

A Trusted, Made-in-India Partner
Backed by Seqrite, the enterprise arm of Quick Heal Technologies, 
trusted by 30,000+ enterprises in more than 70 countries.

Compliance Readiness
Work towards and maintain compliance with the DPDP Act through data 
discovery, cookie consent, consent & preference management and 
summary reporting.

Get started with Seqrite NOVA Data Privacy Essentials
Talk to your Seqrite retail partner or write to info@seqrite.com to size your 
subscription and decide on the add-on that fits your compliance roadmap. 
Call 1800-212-7377 or visit www.seqrite.com.



About Seqrite
Seqrite is a leading enterprise cybersecurity solutions provider. With a focus on simplifying cybersecurity, 
Seqrite delivers comprehensive solutions and services through our patented, AI/ML-powered tech stack 
to protect businesses against the latest threats by securing devices, applications, networks, cloud, data, 
and identity. Seqrite is the Enterprise arm of the global cybersecurity brand, Quick Heal Technologies 
Limited, the only listed cybersecurity products and solutions company in India.

Today, 30,000+ enterprises in more than 70+ countries trust Seqrite with their cybersecurity needs.
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