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In 2023, we saw a surge in Mallox (Target Company) ransomware cases, 
and the loaders used to deliver the final payload. By the end of 2024, 
another ransomware, Weaxor, appeared as a rebranding of Mallox 
ransomware.

Mallox ransomware emerged in 2021, targeting Windows systems, focus-
ing on unsecured Microsoft SQL servers. The initial attack vectors involve 
dictionary attacks to gain unauthorized access. Once access is obtained, 
PowerShell and batch loaders are executed to deliver the final payload, 
Mallox ransomware. Mallox also exfiltrates data in addition to encrypting 
files.

Weaxor ransomware shares similarities with Mallox, targeting vulnerable 
MSSQL servers and maintaining parallels in executable structure. Howev-
er, its delivery methods differ significantly:

· Initial-stage loaders use advanced, multi-layered obfuscation.

· Incorporates sqlps.exe instead of exclusively using PowerShell.

· Employs shellcode (Cobalt Strike Beacon) in the attack chain.

INTRODUCTION

Infection Chain:

Fig 1

The figure below illustrates the attack chain:
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Fig 2

Attackers compromise exposed or vulnerable Microsoft SQL Server 
instances by exploiting weak credentials, known vulnerabilities, or 
unpatched systems. Once access is achieved, sqlps.exe—a legitimate SQL 
Server utility—executes malicious PowerShell commands. These com-
mands act as downloaders, retrieving obfuscated payloads that perform 
process injection. The injected code is a Cobalt Strike Beacon, connecting 
to a C2 server and deploying Weaxor ransomware as the final payload.

Technical Analysis
Encoded PowerShell commands use Base64 encoding to obscure con-
tent and evade detection. The MSSQL Server PowerShell Module—bun-
dled with MSSQL Server installations—launches PowerShell in restricted 
mode, avoiding detection by antivirus tools monitoring PowerShell.exe 
usage.

Sqlps.exe provides a stealthier execution environment by bypassing user 
profiles and script configuration files, avoiding alerting security tools. Its 
silent operation minimizes user awareness.

Invoke-Expression (iex) runs encoded or obfuscated commands, com-
monly seen in malicious PowerShell usage.

Decoding the Base64-encoded command reveals code fragments acting 
as downloaders for subsequent payloads.

Decoded content downloads two payloads from the URL shown above. 
Modifications within the downloaded content replace certain strings with 
empty values, transforming the payload for execution.
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Fig 3

Fig 4

Payload Retrieval and Execution

The encoded command downloads:

1. Payload 1 (GfY6SQsDOWWprAJhagclHPcdgzp5MWpL): Implements 
process injection and AMSI bypass for memory-based detection evasion.

2. Payload 2 (NILdR0uHd0xf2wKhJXsaGal67PZbxnPg): Encoded with XOR
for obfuscation.
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Applying necessary modifications and decoding the payloads reveals:

Additionally, the payload uses sqlps.exe for SQL-based PowerShell com-
mands, followed by Base64-encoded content indicating further obfusca-
tion.

Analysis of Payload 1
Decoded content shows an attempt to load amsi.dll and fetch AmsiScan-
Buffer, typically used for scanning content buffers. This behavior suggests 
an AMSI bypass attempt.

Fig 5

Fig 6
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Fig 7

Fig 8

Decoded Base64 content modifies memory protections to Read, Write, 
Execute (0x40) for dynamic code execution. Additional encoded strings 
hide malicious content.
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Fig 9

Fig 10

The payload uses WriteProcessMemory for injecting code and VirtualPro-
tectEx to enable execution. The AMSI bypass highlights a strategy to 
disable Windows Antimalware Scan Interface for stealth.

· Process Injection embeds code into legitimate processes.

· AMSI Bypass prevents detection of PowerShell and script-based threats.

Analysis of Payload 2
After decoding and necessary modifications in Payload 2:
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Fig 11

Fig 12

Further PowerShell code invokes memory operations, indicating
process injection.

Decoded content reveals shellcode, confirmed as a Cobalt Strike Beacon 
after disassembly.
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Fig 13

Fig 14
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Fig 15

Fig 16

Shellcode includes cryptographic references, suggesting advanced mali-
cious activities.

Disassembling the shellcode shows dynamic execution using GetModule-
HandleA, GetProcAddress, and VirtualAlloc to allocate memory, copy 
shellcode, and execute it, bypassing detection mechanisms.
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Fig 17

Shellcode Functions

· Cryptographic processes

· C2 server communication

· Dynamic API calls

The shellcode likely acts as a backdoor or downloader for additional 
payloads.
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Fig 18

Fig 19

Code prepares memory, resolves APIs, and employs jump instructions for 
obfuscation.

Absolute jumps signal payload transitions, while register-saving opera-
tions suggest obfuscation.
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Fig 20

Fig 21

Fig 22

The shellcode’s low-level operations modify memory and perform envi-
ronment checks, ensuring execution only in unmonitored environments.

It uses HTTP communication to connect with a Cobalt Strike C2 server at 
203.55.176.72, enabling data exfiltration and deploying Weaxor ransom-
ware.

Obfuscation and Anti-Analysis Techniques

· Complex arithmetic and redundant flags complicate static analysis.

· Commands may be used to evade debuggers or manipulate execution 
flow unexpectedly.

The Cobalt Strike C2 server employs a JavaScript file to deliver Weaxor 
ransomware.

Weaxor ransomware encrypts files, appending the .rox extension, and 
connects to a second C2 server at 193.143.1.139.
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Fig 23

Fig 24

Fig 25

Below is the ransom note consisting of TOR link for victim to connecting
with the adversary.

Observed Communications
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Fig 26

Fig 27

Interaction with the JavaScript file shows data being manipulated or 
added to the infection chain.

Illustrates data transfer between the victim and C2 server using the JavaS-
cript file.
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Subsequent C2 communication connects to Weaxor ransomware's server 
at 35.186.131.209, likely for further stages of infection.

· 4ef0a54cac7d8508ae5aac157d854fb74   
ca171d4868014dc1f55e393e74b6eec

· A2714b0c0a855cb299bb1f028554c28006362c68d2 
fa62465521cde1f0792bcb

· E21cbdbf6414ffc0ef4175295c7e188800a66b7b83302bd35b7e3fd6fabfccde

· 
b7d242aacf6725bbe33448991f793fdb1ed107e4d6c80ec19e9f4bd774318f6b

· 378f374d6b537b28c88b35e1186d41f876a3b189b776541bdfa2d6cbf-
baab3a1

· 179b1f88b55532bd9a4093e6f654761fa404796b11a6c23acd109dfb7fad0039

· ceeb6d1255fa62732ff6efac3f4f30c8d43731ee680fca523a99f1ac48355224

· hxxps[:]//directxapps[.]shop

· 203[.]55[.]176[.]72

· 193[.]143[.]1[.]139

· 35[.]186[.]131[.]209

Script.Trojan.Script.42926 
Weaxor.Ransomware.49258.GC
Ransom.Weaxor.S34629609
Script.Downloader.49222
HEUR:Trojan.Win32.<***>
HEUR:Ransom.Win32.<***>

IP Addresses / URLs:

Detection covered by Seqrite:

Status of C2 Servers
The identified C2 servers are inactive, limiting current threat propagation.

Indicators of Compromise (IOCs)
Hashes SHA-256:
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· Ensure Seqrite / Quick Heal is regularly updated with the latest defini-
tions.

· Patch MSSQL servers and keep them updated.

· Use strong, unique passwords.

· Restrict MSSQL server network access.

· Monitor sqlps.exe usage and encoded PowerShell commands.

· Deploy robust EDR solutions to detect process injection and AMSI 
bypass attempts.

Recommendations for Mitigation
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